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(57) ABSTRACT

A call verification system in mobile terminals, including a
calling/called unit, and the calling unit includes: a verifica-
tion code acquiring module, a packaging module, a trans-
mitting module; the called unit comprises a receiving mod-
ule, a storage module, an analysis module, a verification
code module and a call control module. A method includes
steps of acquiring and packaging the verification code;
transmitting verification code while calling; parsing and
acquiring the verification code at the called terminal; match-
ing the verification code with the standard verification code
and intercepting the mismatched call establishment request.
The effects are achieved without configuration of a mobile
network and the service of operators; no delay for the users
no effect on existing communication business; intercepting
crank calls without answering or hanging up.

8 Claims, 5 Drawing Sheets
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S1a, acquiring a verification code and calling number input
from outside;
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S2a, packaging the verification code so as to form a transmission
identification in a predetermined format;
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establishment request is transmitted o a corresponding called
mobile terminals. a—-S3a

FIG. 4(A)
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CALL VERIFICATION SYSTEM AND
METHOD THEREOF AND MOBILE
TERMINAL

CROSS-REFERENCE TO RELATED
APPLICATIONS

The present application claims priority to and the benefit
of Chinese Patent Application No. CN 201410239714.8,
filed on May 30, 2014, the entire contents of which is
incorporated herein by reference.

BACKGROUND OF THE INVENTION

1. Field of the Invention

The present invention relates to a technical field regarding
call controlling, more specifically, to a call verification
system and method thereof and mobile terminal.

2. Description of the Related Art

The widely use of mobile terminals brings great conve-
nience to the users for the features of supporting users to dial
or answer a call any time and any where. However, indi-
vidual phone number tends to be easier to leak to the public
due to the awful safety protection solution for the mobile
terminals, which causes some issues such as the crank calls.
Some companies like estate agencies or private lending
organizations take improper means to obtain phone numbers
for seeking potential customers and even dial to the potential
customers all the time to achieve some business objects. As
a result, people’s normal lives are hampered by such crank
calls. Moreover, some means provided to avoid those crank
calls may also shield some important calls which were not
recorded in the contacts list in a mobile phone, which may
bring some troubles or loss to users.

To solve the above safety issues, Chinese Patent
(CN102685296A) disclosed a disturbance-resistant tele-
phone. A calling voice identity recognition processing sys-
tem is installed in the telephone. A method of the distur-
bance-resistant telephone comprises the following steps of:
utilizing the characteristic that crank calls repeatedly play
advertising and fax prompt tones prerecorded and cured in
a voice record-play IC (Integrated. Circuit) to implement
disturbance, utilizing the fact that the crank calls are not
dialed directly by a caller but is to control the caller to dial
according to a voice prompt, therefore judging and filtering
the crank calls; and temporarily isolating dialing ringing,
then carrying out a serial of judgment steps and judgment
methods such as voice prompt and the like, and determining
and filtering various crank calls. The crank calls defined in
the above technical solution refers to the crank calls that
“repeatedly play advertising and fax prompt tones prere-
corded and cured in a voice record-play IC”, however, lots
of those crank calls are operated by labor. Therefore, it can
not absolutely solve the existing issues.

Chinese Patent (CN101119367) disclosed a method and
the system for realizing a call firewall in communicating
terminals. The method comprises the following steps: pre-
setting the telephone numbers which are not wanted to users
in the telephone number groups of the fire wall in the
memorizer on a communicating terminals; selecting
matched types for the telephone numbers; carrying out
corresponding matched set to the digits of the preset tele-
phone number; receiving calls and obtaining the dialing
telephone numbers; selecting the preset telephone numbers
and carrying out search and matching to the dialing tele-
phone numbers, and also the communicating terminals will
refuse the calling numbers and restore to normal standby
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status if the same digits are searched and matched; finally,
the communicating terminals will normally answer the calls
if no same digits are searched and matched. Compared with
the prior art, the functions of the call firewall designed by the
invention is improved and meets various demands for users
to select a call firewall with a proper ability to shield crank
calls, and also realizes a upgraded call firewall function. In
the above technical solution, a target telephone number is set
through a call firewall. The intercept to crank calls fails to be
preformed without the target telephone number. Moreover,
the crank calls will be shielded based on the condition that
the crank calls have been answered before and the corre-
sponding telephone numbers are recorded in the call fire-
walls. Hence, it can not absolutely solve the existing issues.

ASPECTS AND SUMMARY OF THE
INVENTION

To solve the issues in the prior art of not existing a
mechanism, system or means to intercept crank calls before
answering them, a call verification system and a mobile
terminal are provided, which comprise the following con-
tents.

A call verification system, applied to mobile terminals,
including a calling unit and a called unit, wherein the calling
unit comprises:

a verification code acquiring module for acquiring the
verification code inputted from outside;

a packaging module, connecting the verification acquiring
module, configured for packaging the verification code in a
predetermined format and thereby forming a packaged trans-
mission identification;

a transmitting module, connecting the packaging module,
configured for transmitting the transmission identification
when a call establishment request is transmitted to a called
mobile terminals;

wherein the called unit comprises:

a receiving module for receiving the transmission identi-
fication;

a storage module for storing a preset standard verification
code;

an analysis module, connecting the receiving module,
configured for acquiring the transmitting identification and
thereby parsing out a corresponding verification code;

a verification code module, respectively connecting the
storage module and the analysis module, configured for
acquiring a parsed verification code, matching the verifica-
tion code with the standard verification code, and outputting
matching outcomes;

a call control module, connecting the verification code
module, configured for acquiring the matching outcomes,
controlling the called unit to intercept the call establishment
request mismatching the standard verification code accord-
ing to the matching outcomes.

Preferably, the calling unit further comprises:

a calling message acquiring module, connecting the pack-
aging module, configured for acquiring a calling message
that aims to identify the call establishment request and for
transmitting the calling message to the packaging module;

the transmission identification packaged in a predeter-
mined format comprises transmission marker bits, the veri-
fication code and the calling message.

Preferably, the analysis module is further used for parsing
out the corresponding calling message from the transmission
identification;

the called unit further comprises a calling message mod-
ule, connecting the analysis module, configured for acquir-
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ing the calling message and presenting the calling message
on the message display interface of the mobile terminals.

Preferably, the transmitting identification packaged in a
predetermined format comprises transmission flag and the
verification code.

Preferably, the packaging module packages the verifica-
tion code to be transmitted in order to form the transmitting
identification transmitted through UUS communication pro-
tocol.

Preferably, total length of the transmitting identification is
no more than 35 bytes.

A call verification method, applied to mobile terminals,
comprising a calling process which comprises:

Sla, acquiring a verification code and calling number
input from outside;

S2a, packaging the verification code so as to form a
transmission identification in a predetermined format;

S3a, transmitting the transmission identification when a
call establishment request is transmitted to a corresponding
mobile terminal.

Preferably, acquiring a calling number, the verification
code and a calling message of the mobile terminals for
identifying a call establishment request, forming a corre-
sponding transmitting identification by packaging, and
transmitting the calling message while transmitting the
transmission identification to a called mobile terminal.

Preferably, in S2a, the transmission identification in a
predetermined format can be transmitted through UUS com-
munication protocol.

Preferably, total length of the transmitting identification is
no more than 35 bytes.

A call verification method, applied to mobile terminals,
comprising a called process which comprises:

S1b, receiving a call establishment request transmitted
from outside;

S2b, determining whether a corresponding transmission
identification transmitted by the mobile terminals has been
received, if not, turning to S65;

S3b, parsing the transmitting identification and determin-
ing whether a corresponding verification code had been
included, if not, turning to S6b;

S4b, determining whether the verification code matches a
preset standard verification code, if not, turning to S65;

S5b, permitting responding to the call establishment
request and exiting;

S6b, intercepting the call establishment request and exit-
ing.

Preferably,

after accomplishing S15, determining whether a function
of the verification code has been turned on,

if so, proceeding S25,

if not, proceeding S11, determining whether a function of
the calling message has been turned on, if not, proceeding a
normal call procedure;

S12, determining whether the transmission identification
which is transmitted from a calling mobile terminal and
identifies the call establishment request, if not, turning to
S6b;

S13, parsing the transmission identification, and deter-
mining whether the transmission identification includes a
corresponding calling message, if not, turning to S65;

S14, performing a normal call procedure and presenting
the calling message on a message display interface of the
mobile terminals and exiting.

The positive effects of the above technical solutions are as
follows:
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1) It can be achieved by a mobile terminal without config-
uring the mobile network or using the service of the
operators;

2) no delay for the users and do not affect the existing
communication business;

3) intercepting crank calls without manually answering or
hanging up the phone;
flexible configuration, simple structure, low cost.

BRIEF DESCRIPTIONS OF THE DRAWINGS

The accompanying drawings, together with the specifi-
cation, illustrate exemplary embodiments of the present
disclosure, and, together with the description, serve to
explain the principles of the present invention.

FIG. 1 illustrates a structure diagram of a call verification
system in a preferred embodiment of the present invention;

FIG. 2 illustrates a data sequence chart of UUS commu-
nication protocol in an embodiment of the present invention;

FIG. 3 illustrates a date structure diagram of the trans-
mission identification in an embodiment of the present
invention;

FIGS. 4(A), 4(B) and 5 illustrate a flow chart of the
method adopting the verification system in an embodiment
of the present invention.

DETAILED DESCRIPTION OF A PREFERRED
EMBODIMENT

The present invention will be further illustrated in com-
bination with the following figures and embodiments, but it
should not be deemed as limitation of the present invention.

In the prior art, there are several methods for shielding
crank calls as follows,

1) a method for intercepting crank calls by using a call
firewall. In this way, the phone numbers of the crank calls
had to be recorded at least once in the call firewall.
Although, it is possible to set the numbers of the crank calls
by manual operation, it is not possible to cover all the crank
call numbers, which is inconvenient.

2) a method for intercepting crank calls by using the
calling message contained in the calling number. In this way,
people have to determine by themselves whether a call is a
crank call or not, which can not intercept crank calls
automatically and require the deployment of the telecom
operator with relevant business provided, its hard to imple-
ment this solution.

To solve the above mentioned issues, in one of the
preferred embodiment, a call verification system is provided,
the specific structure of the system is shown in FIG. 1;

In one of the preferred embodiments in the present
invention, Call Verification System 1 applied in mobile
terminals. Call Verification System 1 comprises a Calling
Unit 11 and a Called Unit 12; Calling Unit 11 is used for
initiating the call establishment request to target mobile
terminals; Called Unit 12 is used for receiving the call
establishment request from outside and establishing a cor-
responding call connection.

Further, in a preferred embodiment of the present inven-
tion, Calling Unit 11 comprises a Verification Code Acquir-
ing Module 111 for achieving verification codes input from
outside. Preferably, the verification codes are inputted
together with dialing numbers by users simultaneously. For
instance, inputting “10086#1234”, wherein 10086 refers to
a dialing number, # refers to a separator, 1234 refers to a
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verification code. And Verification Code Acquiring Module
111 acquires the verification code 1234 based on the input
format defined by the users.

Further, in a preferred embodiment of the present inven-
tion, Verification Code Acquiring Module 111 can be con-
nected to a Input Module 112 which can be the dial plate of
a mobile terminal.

In a preferred embodiment of the present invention,
Calling Unit 11 further includes:

a Packaging Module 113 connecting Verification Code
Acquiring Module 111 for acquiring the verification codes,
and packaging the verification codes in a predetermined
format and thereby forming a packaged transmission iden-
tification.

Further, in a preferred embodiment of the present inven-
tion, the transmitting identification can be transmitted
through UUS communication protocol. The UUS commu-
nication protocol is a User-to-User Signalling communica-
tion protocol. Based on requirements of users, it is possible
to transfer customized messages to the opposite users trans-
parently through the network.

Further, in a preferred embodiment of the present inven-
tion, the transmission identification can be transmitted
through UUSI communication protocol subordinated to the
UUS communication protocol.

As shown in FIG. 2 illustrating a sequence chart of a
signaling transmission using the UUS communication pro-
tocol, the call establishment request is transmitted from
Calling End a (MSa) to Called End b (MSB), the signaling
interaction between Calling End a and Called End b is
performed in sequence through MSCa (Mobile Switching
Center for a), VLR (Visitor Location Register), GMSC
(Gate Mobile Switching Center), HLR (Home Location
Register, HLR).

Further, in a preferred embodiment of the present inven-
tion, as shown in FIG. 3, the transmission identification
includes Transmission Marker Bits 21 and Verification Code
22, wherein the transmission marker is Char, the verification
code is Int. Preferably, the verification code is 4 bits Int
value, each bit ranges from 0-9, such as “1234” as men-
tioned above.

Preferably, in some network, length of UUI is supported
to be 35 bits at the most. So that even the longest length of
the cell supported is 130 bits, the length of the transmission
identification is still limited within 35 bits in the preferred
embodiment.

Further, in a preferred embodiment of the present inven-
tion, matters packaged in the transmission identification
include not only the verification code but also the calling
message of the mobile terminal which initiates the calling.
Therefore, as shown in FIG. 3, the above transmitting
identification includes Calling Message 23 which also
belongs to Char. The total length of the transmission iden-
tification including the transmission marker bits, verification
code and the transmission identification of the calling mes-
sage should not be over 35 bits.

Therefore, in a preferred embodiment of the present
invention, Calling Unit 11 further comprises a Calling
Message Acquiring Module 114 connecting Packaging
Module 113. Calling Message Acquiring Module 114 is used
for acquiring the above calling message.

In a preferred embodiment of the present invention, the
calling unit 11 further comprises:

a Transmitting Module 115, connecting Above Packaging
Module 113, for transmitting corresponding transmitting
identifications to the mobile terminal.
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Further, in a preferred embodiment of the present inven-
tion, Transmitting Module 115 transmits the transmission
identification to a target mobile terminal through the net-
work while the calling unit transmits the call establishment
request to the target mobile terminal.

In a preferred embodiment of the present invention, as
shown in FIG. 1, the called unit 12 comprises:

a Receiving Module 121, receiving the transmission iden-
tification transmitted from outside while receiving the call
establishment request from outside;

a Storage Module 122 storing a preset standard verifica-
tion code.

In a preferred embodiment of the present invention, the
preset standard verification code reserved in a specific
mobile terminal is unique, and the quantity of the byte of the
standard verification code is the same with that of the
forgoing verification code, for instance, both are 4 bits int.

an Analysis Module 123 respectively connecting Storage
Module 122 and Receiving Module 121. In an embodiment
of the present invention, Analysis Module 123 obtains the
corresponding verification code by analyzing the transmis-
sion identification received from Receiving Module 121.
Preferably, the transmission identification is packaged in a
predetermined format, therefore, a corresponding regulation
for performing the analysis is necessary, so that the corre-
sponding verification code in the transmission identification
can be achieved. In another preferred embodiment, as Call-
ing Unit 11 may include calling message when sending the
transmission identification, Analysis Module 123 achieves
the corresponding calling message when performing the
analysis.

a Verification Module 124, respectively connecting
Analysis Module 123 and Storage Module 122, for parsing
out the verification code provided by Analysis Module 123.
In a preferred embodiment of the present invention, after the
verification code is obtained by Verification Code Module
124, the verification code is matched with the standard
verification reserved in Storage Module 122 and outputting
a matching result.

a Call Control Module 125, connected to Verification
Module 124. In a preferred embodiment of the present
invention, Call Control Module 125 performs the corre-
sponding action based on the matching results outputted by
Verification Code Module 124, specifically comprises the
following contents:

when the verification code is not matched up with the
standard verification code, the mobile terminal sending the
call establishment request does not belong to the trustful
mobile terminal, and Call Control Module 125 intercepts the
call establishment request.

when the verification code is matched up with the stan-
dard verification code, the mobile terminal sending the call
establishment request belongs to the trustful mobile termi-
nal, and the users can decide to hang up or get through the
phone.

In a preferred embodiment of the present invention,
Called Unit 12 further comprises:

A Calling Message Module 126, connecting the analysis
module, configured for obtaining the analyzed calling mes-
sage and presenting the same on a display interface of the
mobile terminal.

In a preferred embodiment of the present invention, the
call verification method using the call verification system
comprises:

a calling procedure, as shown in FIG. 4a, including:

Sla, acquiring a verification code and calling number
input from outside;
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In a preferred embodiment of the present invention, the
calling number is input by an input module (e.g. the dialing
plate of the mobile terminal), meanwhile, inputting the
corresponding verification code; the input format of the
verification code is disclosed as above contents.

S2a, packaging the verification code so as to form a
transmission identification in a predetermined format;

In a preferred embodiment of the present invention,
inputting the verification code and packaging the verification
code into a corresponding transmission identification,
optionally, acquiring the calling message corresponding to
the calling mobile terminal, and forming the transmission
identification through packaging the verification code and
calling message.

Further, in a preferred embodiment of the present inven-
tion, the transmission identification is in a predetermined
format transmitted in UUS communication protocol, as
shown in FIG. 3.

Further, in a preferred embodiment of the present inven-
tion, the total length of the transmission identification is no
more than 35 bytes.

S3a, transmitting the transmission identification when a
call establishment request is transmitted to a corresponding
called mobile terminals.

In a preferred embodiment of the present invention, the
calling mobile terminal is transmitting the corresponding
transmission identification to a target mobile terminal while
transmitting the call establishment request to the target
mobile terminal, i.e., the transmission identification is
attached to the call establishment request and transmitted
with the call establishment request to the target mobile
terminal.

In a preferred embodiment of the present invention, the
call verification method further comprises a called process,
as shown in FIG. 45, comprising:

S1b, receiving a call establishment request transmitted
from outside;

S2b, determining whether a corresponding transmission
identification transmitted by the mobile terminals has been
received, if not, turning to S65;

S3b, parsing the transmitting identification and determin-
ing whether a corresponding verification code had been
included, if not, turning to S6b;

S4b, determining whether the verification code matches a
preset standard verification code, if not, turning to S65;

S5b, permitting responding to the call establishment
request and exiting;

S6b, intercepting the call establishment request and exit-
ing.

In a preferred embodiment of the present invention, the
forgoing process belongs to the process identifying and
matching the verification code. Briefly, it determines
whether the verification code function in the mobile terminal
is in on-state when the called mobile terminal receives the
call establishment request.

If the verification code is in on-state, the called mobile
terminal determines whether the corresponding transmission
identification is transmitted with the call establishment
request; if the transmission identification exists, analyzing
the transmission identification and determining whether the
analyzed contents comprise the corresponding verification
code.

In a preferred embodiment of the present invention, if the
transmission code comprises the corresponding verification
code, it means that the calling mobile terminal transmits the
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verification code accompanied with the call establishment
request, and thereby a matching process is performed to the
verification code.

In a preferred embodiment of the present invention, if the
transmission identification does not comprise the corre-
sponding verification code, it means that the calling mobile
terminal does not transmit the verification code, and it
should be deemed as a crank call, and intercepting the call
establishment request.

In a preferred embodiment of the present invention, after
accomplishing S15, determining whether the function of the
verification code has been turned on, if so, proceeding S25,

if not, as shown in FIG. 5, proceeding the steps as follows:

S11, determining whether the function of the calling
message has been turned on, and proceeding the normal call
procedure if the function of the calling message has not been
turned on;

S12, determining whether the transmission identification
which is transmitted from a calling mobile terminal and
identifies the call establishment request, if not, turning to
S6b;

S13, parsing the transmission identification, and deter-
mining whether the transmission identification includes a
corresponding calling message, if not, turning to S65;

S14, performing a normal call procedure and presenting
the calling message on a message display interface of the
mobile terminals and exiting.

In a preferred embodiment of the present invention, the
forgoing process relates to the condition that the calling
message has been turned on. In some cases, users do not use
the verification code, for the purpose of intercepting crank
calls, the users could be prevent from the crank calls through
reading the calling message displayed on the message dis-
play interface of the mobile terminal.

Further, in a preferred embodiment of the present inven-
tion, if the verification code function is not used, a judgment
is performed automatically to determine whether the calling
message function is used. If the calling message function is
not used, a judgment is performed to determine whether the
corresponding transmission identification has been received
and whether the transmission identification comprises the
corresponding calling message.

In a preferred embodiment of the present invention, if the
transmission identification comprises the corresponding
calling message, the message is displayed on the message
display interface of the mobile terminal, such as a display of
the mobile terminal, for view of the users and determining
whether a response to the call is necessary; if the transmis-
sion identification does not comprises the corresponding
calling message, the calling mobile terminal would be
unidentified, and it belongs to a crank call, and thereby the
call establishment request is intercepted.

In a preferred embodiment of the present invention, when
the foregoing verification code function and calling message
function are not used, the mobile terminal operates in normal
call state, it accepts call establishment requests and performs
the normal call procedure.

In a preferred embodiment of the present invention, it
further comprises a mobile terminal including the forgoing
call verification system.

In a preferred embodiment of the present invention, it
further comprises a mobile terminal adopting the forgoing
call verification method.

The described embodiments are only part of the available
embodiments for the present invention instead of all the
embodiments. It should be appreciated that according to the
embodiments in the present invention, the other equivalent



US 9,473,915 B2

9

embodiments which may be achieved by the skilled in the art
without making any inventive work should also fall into the
scope of the present invention.

What is claimed is:

1. A call verification system, applied to mobile terminals,
including a calling unit and a called unit, wherein the calling
unit comprises:

a verification code acquiring module for acquiring the

verification code inputted from outside;

apackaging module, connecting the verification acquiring
module, configured for packaging the verification code
in a predetermined format and thereby forming a pack-
aged transmission identification;

a transmitting module, connecting the packaging module,
configured for transmitting the transmission identifica-
tion when a call establishment request is transmitted to
a called mobile terminals;

wherein the called unit comprises:

a receiving module for receiving the transmission identi-
fication;

a storage module for storing a preset standard verification
code;

an analysis module, connecting the receiving module,
configured for acquiring the transmitting identification
and thereby parsing out a corresponding verification
code;

a verification code module, respectively connecting the
storage module and the analysis module, configured for
acquiring a parsed verification code, matching the
verification code with the standard verification code,
and outputting matching outcomes;

a call control module, connecting the verification code
module, configured for acquiring the matching out-
comes, controlling the called unit to intercept the call
establishment request mismatching the standard veri-
fication code according to the matching outcomes.

2. The call verification system as disclosed in claim 1,

wherein the calling unit further comprises:

a calling message acquiring module, connecting the pack-
aging module, configured for acquiring a calling mes-
sage that aims to identify the call establishment request
and for transmitting the calling message to the pack-
aging module;

the transmission identification packaged in a predeter-
mined format comprises transmission marker bits, the
verification code and the calling message.

3. The call verification system as disclosed in claim 2,
wherein the analysis module is further used for parsing out
the corresponding calling message from the transmission
identification;

the called unit further comprises a calling message mod-
ule, connecting the analysis module, configured for
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acquiring the calling message and presenting the call-
ing message on the message display interface of the
mobile terminals.

4. The call verification system as disclosed in claim 1,
wherein the transmitting identification packaged in a prede-
termined format comprises transmission flag and the veri-
fication code.

5. The call verification system as disclosed in claim 1,
wherein the packaging module packages the verification
code to be transmitted in order to form the transmitting
identification transmitted through UUS communication pro-
tocol.

6. The call verification system as disclosed in claim 5,
wherein total length of the transmitting identification is no
more than 35 bytes.

7. A call verification method, applied to mobile terminals,
comprising a called process which comprises:

S1b, receiving a call establishment request transmitted

from outside;

S2b, determining whether a corresponding transmission
identification transmitted by the mobile terminals has
been received, if not, turning to S65;

S35, parsing the transmitting identification and determin-
ing whether a corresponding verification code had been
included, if not, turning to S6b;

S4b, determining whether the verification code matches a
preset standard verification code, if not, turning to S65;

S5b, permitting responding to the call establishment
request and exiting;

S6b, intercepting the call establishment request and exit-
ing.

8. The call verification method as disclosed in claim 7,

wherein:

after accomplishing S15, determining whether a function
of the verification code has been turned on,

if so, proceeding S25,

if not, proceeding S11, determining whether a function of
the calling message has been turned on, if not, pro-
ceeding a normal call procedure;

S12, determining whether the transmission identification
which is transmitted from a calling mobile terminal and
identifies the call establishment request, if not, turning
to S6b;

S13, parsing the transmission identification, and deter-
mining whether the transmission identification includes
a corresponding calling message, if not, turning to S65;

S14, performing a normal call procedure and presenting
the calling message on a message display interface of
the mobile terminals and exiting.

#* #* #* #* #*



